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Information Security Policy for DIFO and 
DK Hostmaster 
DIFO (Danish Internet Forum) 
DIFO is a non-profit making organisation, established on 1 July 1999. The organisation was 
founded to ensure the interests of the internet community in connection with the management 
and allocation of .dk domains. 

DIFO is represented by a broad spectrum of the internet community; its members include 
private and professional users as well as suppliers. The organisation’s Articles of Association 
ensure that this representation is reflected in the organisation’s board of directors. DIFO’s 
current members are: 

The Danish Bar and Law Society, The Association of Danish Law Firms, The Association of 
Danish Media, The Danish Energy Association, The Danish Chamber of Commerce, The 
Confederation of Danish Industry, The Danish IT Society, DKRegistrar (trade association of 
Danish domain registrars),, the Danish Unix User Group (DKUUG), The e-mark, Finance 
Denmark, The Danish Consumer Council (Tænk), The Danish Cable Television Association, 
The Danish Association of Hotels and Restaurants (HORESTA), the Danish Internet Industry 
Association (IBFO), The Danish IT Industry Association (ITB), RettighedsAlliancen, and The 
Digital Security Council. 

Today, management of domain names is governed by the Danish Domain Names Act. However, 
before the Act came into existence, DIFO already operated based on the fundamental 
principles of the Act. 

DIFO owns DK Hostmaster, the company that operates the .dk domain. Consequently, DIFO 
defines the general guidelines for, monitors the administration of, and oversees DK Hostmaster. 

DIFO defines the guidelines for allocation of rights of use for domain names that end in .dk. 
Moreover, DIFO is entitled to define rules for best business practice for sale and tendering of 
internet access and other services associated with DK Hostmaster. 

Danish Internet Forum, 14 June 2021 
 

Jakob Bring Truelsen 

CEO 

 
DK Hostmaster 
DK Hostmaster is the administrator for all domain names ending in .dk on behalf of the Danish 
Internet Forum (DIFO). This means that more than 1,300,000 .dk domain names are registered 
with DK Hostmaster, together with information about the registrant’s identity (name, address 
and telephone number). 

Processing of these personal data is regulated by the Danish Act on Processing of Personal 
Data. This means that DK Hostmaster is under obligation to process the data according to the 
provisions of the Act. 
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DK Hostmaster is also subject to the special provisions of the Danish Act on Internet Domains 
Specifically Assigned to Denmark and the Danish Act on Legal Deposit of Published Material. 
These acts state, among other things, that the domain name administrator shall ensure that 
details of registrants’ names, addresses and telephone numbers are publicly available, and that, 
on demand, the administrator of internet domains assigned to Denmark shall submit to the 
legal depository a copy in electronic format of the list of these domains and information on the 
registrants. 

The Danish Act on Internet Domains further allows for requests to DK Hostmaster to hand over 
the registered identity details to a third party. 

DK Hostmaster is also subject to DIFO’s Executive Order on Administration of the .dk Internet 
Domain from the Danish Business Authority. 

This information security policy includes the general rules for DK Hostmaster’s procedures for 
ensuring confidentiality, integrity and availability of data and the registered identity details, 
during storage, processing and transmission. 

The information security policy is publicly available, although, obviously, detailed descriptions 
of the individual security measures cannot be made public. 

DK Hostmaster A/S, 14 June 2021 
 

Jakob Bring Truelsen 

CEO 

 
Information Security Policy for DIFO and DK Hostmaster 
With this information security policy, which provides the general framework for information 
security at DIFO and DK Hostmaster, DIFO and DK Hostmaster wish to signal that information 
security is high on our list of priorities. 

 
Together with continual risk assessments, the information security policy creates the basis for 
measures which ensure that critical and sensitive information and information systems 
maintain their confidentiality, integrity and availability, both effectively and in line with our 
circumstances. 

 
• Confidentiality: to ensure that data are protected against disclosure and unauthorised 

use, as well as any other requirements stipulated by authorities, customers, DIFO and DK 
Hostmaster’s management. 

 
• Integrity: to ensure that data are complete, accurate and reproducible, and that the IT 

programs used function correctly. 
 

• Availability: to ensure that data, and associated programs and facilities, are available at 
the agreed times. 

 
The aim of the information security policy is to support the public’s expectations and 
perception of DIFO and DK Hostmaster as a credible and respected company and 
administrator of domain names. 

http://www.dk-hostmaster.dk/
mailto:info@dk-hostmaster.dk


4 / 6 

DK Hostmaster A/S 
CVR-nr.: 24210375 

Ørestads Boulevard 108, 11. sal 
2300 København S 

Tlf.: +45 33 64 60 60 
Fax: +45 33 64 60 66 

www.dk-hostmaster.dk 
info@dk-hostmaster.dk 

 

 

 

Objective 
DIFO and DK Hostmaster wish to maintain and continually develop a level of information 
security that meets the requirements of ISO 27001, Information Security Management Systems 
(ISMS). The requirements are stricter in well-defined areas in which there are special legal and 
regulatory requirements, contractual issues or specific risks identified during the annual risk 
assessment. 

 
DIFO and DK Hostmaster aim to ensure that: 

 
Effective and secure data processing give DIFO and DK Hostmaster the best possible 
conditions for continually optimising domain name administration in order to offer the lowest 
possible price without compromising on data security and reliability and, at the same time, to 
be seen as a credible and respected company, partner and employer. 

 
One way of ensuring this is to comply with ISO 27001, Information Security Management 
Systems (ISMS). This includes: 

 
• Ensuring that data and information are correct, available and correctly used by 

individuals with the right to use them. 
• Preventing accidents and damage that may arise and restricting the consequences of 

any accidents and damage to a level that is acceptable to DIFO and DK Hostmaster 
(and the public). 

• Ensuring that DIFO and DK Hostmaster’s information systems can resume operations 
after critical failure and/or damage within an acceptable time frame. 

• Ensuring access control to prevent unauthorised persons from gaining access to data 
and systems that may be misused to the detriment of DIFO and DK Hostmaster and our 
customers, employees and partners. 

• Establishing suitable safeguards to ensure that attempts to breach or override security 
measures will be detected to the greatest possible extent, and that the activity can be 
traced back to the individual(s) involved. 

• Ensuring that employees achieve and maintain a necessary level of security- 
awareness.1 

• Ensuring that employees feel sufficiently secure in order to prevent any incentive to 
conceal any errors made. 

• Ensuring that DIFO and DK Hostmaster comply with legislation, regulations and 
concluded agreements. 

• Ensuring the establishment of a cross-organisational emergency management system, 
which is necessary for DIFO and DK Hostmaster’s continued operations. 

• Ensuring that information security is continually improved and adapted to changes in 
surroundings and new threats. 

 
The above aims are specified in a number of reference points which are continually updated 
and form a basis for decisions on adjustments or new initiatives to promote information 
security. 

 

Scope 
The information security policy applies to all of our staff and anyone else authorised to use 
DIFO and DK Hostmaster’s IT assets. These include all information systems (devices, 
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programs, communications systems) used by DIFO and DK Hostmaster, whether they be 
stationary or portable, used at a partner’s address, in private homes, via networks or stand- 
alone. 

Relevant requirements for complying with the information security policy are incorporated into 
cooperation agreements with external suppliers, partners, service organisations, our landlords, 
etc. 

The management ensures that the information security policy is revised and updated where 
special circumstances so require, but at least once a year. 

 
Organisation and responsibility 
The board of directors has the overall responsibility for information security at DIFO and DK 
Hostmaster. 

 
The executive board is responsible for defining the required security level and submitting for 
approval any major, necessary activities. Furthermore, the management shall ensure that all 
staff, suppliers, partners and consultants, who work on behalf of DIFO and DK Hostmaster, 
observe the requirements of ISO 27001, or equivalent information security standards, and 
comply with this information security policy. 

 
The Information Security Committee consists of the management and the Information Security 
Manager. The committee is responsible for managing information security and for regularly 
updating the executive board on security issues, based on recommendations and reports from 
the Information Security Manager. 

 
The Information Security Manager is responsible for coordinating all security activities, 
including establishment, maintenance and coordination of the work of the security 
organisation. 

 
All staff at DIFO and DK Hostmaster are personally responsible for complying with and acting 
according to the information security policy and adhering to the guidelines and procedures 
sanctioned by the Information Security Committee and approved by management. 

 
Security awareness 
With this information security policy, DIFO and DK Hostmaster wish to signal that information 
security is high on our list of priorities. This entails vigilance on the part of management and a 
clear distribution of security-related responsibilities. 

 
To the extent required, all employees will be regularly informed about, and trained in, 
information security, such that they are aware of security risks and able to comply with the 
wording and spirit of the given policies and guidelines. 

 
Dispensations 
The executive board alone is entitled to grant an exemption from the information security 
policy, in specific situations and based on recommendations by the Information Security 
Committee. The board of directors must be notified of any significant dispensations. 
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Breach of information security 
DIFO and DK Hostmaster cannot accept any breach of information security due to deliberate 
or gross negligence. The executive board deals with any sanctions in connection with deliberate 
violations of the information security policy, according to DIFO and DK Hostmaster’s 
procedures and rules in force from time to time. 

 
Any unintentional breach of information security will immediately be rectified and analysed and 
a verbal warning given according to DIFO and DK Hostmaster’s procedures and rules in force 
from time to time. 

 
References 
There are further details about this information security policy in DIFO and DK Hostmaster’s 
security manual, including detailed implementation guidelines and, not least, guidelines 
regarding general passwords and root passwords, in compliance with ISO 27001. 

 
Approval 
The information security policy is approved by DIFO and DK Hostmaster’s board of directors 
and is revised at least once a year. 

 
This information security policy was last approved by the board of directors on 17 June 2020 
and proposed for renewal on 22 June 2021. 
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